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Ich bin Paul
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Vertrauen Sie mir?
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Richtlinien helfen…aber wer kontrolliert sie?
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Zero Trust... Es gibt
viele Perspektiven

It’s a rope

It’s a wall

It’s a tree

It’s a snake
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NIST Zero Trust Architecture logical components
800-207 (Aug 11, 2020)

https://csrc.nist.gov/publications/detail/sp/800-207/final

User and Device Access
Network Access 

and Visibility

Application 
and 

Workload 
Access

External inputs and influences
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NIST 800-207: Aligning Cisco Zero Trust
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NIST 7 Principles of Zero Trust
800-207

➢All data sources and computing services are considered resources

➢All communication is secure regardless of network location

➢Access to individual enterprise resources is granted on a per-session basis

➢Access to individual enterprise resources is determined by dynamic policy.

➢The enterprise monitors and measures the integrity and security posture of 
all owned and associated assets

➢All resource authentication and authorization are dynamic and strictly 
enforced before access is allowed

➢The enterprise collects as much information as possible about the current 
state of assets, network infrastructure and communications and uses it to 
improve its security posture
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IT-Sicherheitsziele und Initiativen

Vertraulichkeit

Integrität

Verfügbarkeit

IT-Schutzziele
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IT-Sicherheitsziele und Initiativen
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IT-Sicherheitsziele und Initiativen

Mean Time to Detect
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Cisco Zero Trust Prinzipien

Vertrauen
etablieren

Zugriff
kontrollieren

Vertrauen
überprüfen



Wo kann ich 
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Wo?
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Wer und was ist im Netz?



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Identitäten etablieren und kontrollieren
2
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Authentication Methods

• MAC Authentication Bypass
• Easy Connect ® 

• IEEE 802.1X
• Web Authentication

– Central WebAuth
– Local WebAuth

Authorization Options

• Downloadable / Named ACL

• Air Space ACL

• VLAN Assignment

• Security Group Tags

• URL-Redirection

• Port Configuration : 
ASP Macro / Interface-Template

Passive Identity

Active Identity

Certificate based Auth

SCEP/CRL

Certificate 
Authorities

Single Sign-OnSAML IdPs

APIs

Azure Active Directory

ISE
LDAP/SQL

OAuth:ROPC

Up to 50 distinct AD domain support

Passwords/Tokens

External Identity Stores

SQL Server

Active Directory

Azure Active Directory

PostgreSQL

Up to 100K
Network Devices

Native Supplicants | Cisco AnyConnect 

Enterprise 
Network

VPN

MAB

802.1X

WebAuth

Built-in CA

300K Internal Users
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Ein zweiter Faktor für die Benutzer?

John connected via Switch-SJC01

Bob connected via ”CORP” AP-SJC03

Guest
Bob

Contractors
John

Duo Auth Proxy
On-premise

Microsoft 
Active Directory

2nd Factor Auth

Employees
Alice

Alice connected via SJC-VPN-2 

Duo Cloud Service

ISE
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Der Gastzugang
1 

million

# of supported 
Guest accounts Guest account notification options

Manage guest 
accounts via REST

Hotspot Self Registered Sponsored Guest Access

Immediate, un-credentialed
Internet access

Self-registration by guests, Sponsors 
may approve access

Authorized sponsors create account 
and share credentials 

The 3 types of guest access

Portal language 
customization

Social Media 
Login support

PRINTEMAIL SMS

API
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Endpoint Profiling

AnyConnect Identity Extensions (ACIDex) | Device Sensor (DS)

ISE Data Collection Methods for Device Profiling

Active Probes: Netflow | DHCP | DNS | HTTP | RADIUS | NMAP | SNMP | AD

Device Sensor: CDP| LLDP | DHCP | HTTP | H323 | SIP | MDNS 

AnyConnect: ACIDex

Feed Service
(Online/Offline)

Endpoints send 
interesting data, 
that reveal their 
device type

ACIDex

ISE

DS

DS
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Profiling Packages and Integrations

https://community.cisco.com/t5/tag/ise-endpoint-profile/tg-p/board-id/4561-docs-security

IOT Building & Automation

Library

XpXs1

Medical Devices

350+ Medical 
device profiles Hospital

ISE

Industrial Devices

Cisco Industrial 
Network Director

IND

Factory

pxGrid

Profiles IOT devices and sends endpoint labels via pxGrid to ISE for authorization

Cisco AI Endpoint Analytics

https://community.cisco.com/t5/tag/ise-endpoint-profile/tg-p/board-id/4561-docs-security
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Data Center Common Services

Vertraulichkeit VerfügbarkeitIntegrität

Mapping der Schutzziele / Richtlinien

Enklaven definieren und Assets zuordnenMedizingeräte

Gebäudeleittechnik
& IOT

Med. Services

Medical Device Endpoints

Data Center Clinical Systems

Common Endpoint Devices

High

High
Medium

Low

Bewertung
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Identitäts- und 
Vertrauensbildung

Verfügbarkeit

Isolation

Sichtbarkeit

Durchsetzung von 
RichtlinienData Center Common Services

Medical Device Endpoints

Data Center Clinical Systems

Common Endpoint Devices

Richtlinien & Kontrollen



Access Netzwerke



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Kontextbasierte Segmentierung

Use existing topology and automate 
security policy to reduce OpEx

Voice
VLAN

Voice

Traditionelle
Segmentierung

Access Layer

Aggregation
Layer

VACL

Security Policy based on Topology
High cost and complex maintenance

Employee Tag

Supplier Tag

Non-Compliant Tag

TrustSec

Static ACL

Routing

Redundancy

DHCP Scope

Address

VLAN

Micro/Macro Segmentation

Central Policy Provisioning

No Topology Change

No VLAN Change

Quarantine
VLAN

Non-Compliant

Voice
VLAN

Guest
VLAN

Data
VLAN

BYOD
VLAN

Enterprise
Backbone

Voice Employee Supplier BYOD

Data
VLAN

BYODEmployee SupplierNon-Compliant

Policy

Access Layer

DC Servers

Enterprise
Backbone ISE

ISE
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Ein Blick in eine Policy-Matrix

deny icmp
deny udp src dst eq domain
deny tcp src dst eq 3389
deny tcp src dst eq 1433
deny tcp src dst eq 1521
deny tcp src dst eq 445
deny tcp src dst eq 137
deny tcp src dst eq 138
deny tcp src dst eq 139
deny udp src dst eq snmp
deny tcp src dst eq telnet



Datacenter&Cloud
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ACI Devices Role

“App”“DB”

Service 
Consumers

Leaf Nodes

Service Producers

APIC Controller

Spine Nodes

BRKSEC-2709 27
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Endpoint Groups Communications

Devices within an Endpoint group can communicate, provided that they have IP reachability (provided by the 
Bridge Domain/VRF). 

Communication between Endpoint groups is, by default, not permitted.

“EPG Web”

EP

EP

EP

EP

“EPG App”

EP EP

EP EP

“EPG DB”

EP EP

EP EP

BRKSEC-2709 28
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“EPG Web”

EP

EP

EP

EP

“EPG App”

EP EP

EP EP

“EPG DB”

EP EP

EP EP

Contract : Kind of reflexive “Stateless” ACLs

Filters
TCP: 80
TCP: 443

A contract typically refers to one or 
more ‘filters’ to define specific 
protocols & ports allowed between 
EPGs. 

BRKSEC-2709 29
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Application policy with contract

BRKSEC-30

Form Factor

EPG

Contracts
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Application Policy with Contract

31

Form Factor

EPG

Contracts

Contracts with 
Service Graph
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Kontext teilen

BRKSEC-2709



Datacenter/Cloud
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Kontext teilen

BRKSEC-2709
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SGT/ACI Firepower Integration

Enterprise 
Backbone

ACI Policy Domain

ACI Spine (N9K)
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ISE

App Server
10.1.100.52

ACI Leaf 
Enforcement

Cisco 
DNAC

BYOD
10.1.10.220

FMC Retrieves Dyn Attributes :  

IP: 10.1.100.52 APP_EPG

IP: 10.1.10.220 BYOD

ISE Retrieves:  

SGT: BYOD, 

SGT Binding = 10.1.10.220

APIC Retrieves:  

EPG Name: App EPG, 

EPG Binding = 10.1.100.52

FMC

FTD
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Architecture of the Dynamic Attributes Connector

36BRKSEC-2709

Consumers

FMC

{REST}

Azure 
Connector

AWS 
Connector

vCenter / NSX
Connector

FMC
Adapter

Connectors

Dynamic 
Object

Mappings

Linux-

Servers

172.16.0.1

172.16.0.3

Windows-

Servers

10.0.1.11

10.0.1.14

10.0.1.20

Powered-On 10.0.1.14

FMC

Dynamic Attributes FiltersAdapters

Name Connector Query

Linux-
Servers

vCenter

os = 'RHEL 7 (64-bit)’ 
OR
os = 'CentOS 7 (64-bit)’ 

Windows-
Servers

vCenter

os = 'MS Windows Server 2016 (64-bit)’
AND
network=‘PROD_NETW’
AND
Power=‘running’

Powered-
On

vCenter
Power=‘running’
AND
(network=‘PROD_NETW’ OR host=‘NODE1’)

CSDAC (Container)

Providers

o365
Connector

GCP
Connector
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Attribute Based Policy 

BRKSEC-2709 37



Fazit




